On the Sensitive Handling of
Children’s Photos and Videos in
Institutions and Organisations

How we can reduce the risk of paedocriminal perpetrators
misusing (online) published content featuring children

In cooperation with

JUGEND@
SCHUTZNET







On the Sensitive Handling of
Children’s Photos and Videos in
Institutions and Organisations

How we can reduce the risk of paedocriminal perpetrators
misusing (online) published content featuring children

Note

This guideline deals with sexualised violence against children and youth. Among other things, the sexualisation of
children’s photos and videos by paedocriminal perpetrators is explicitly highlighted. It also explains how different
forms of structural violence interrelate. As a result, examples of racism and hostility towards people with disabili-
ties are reproduced on some pages.



Imprint

Published by: Save the Children Deutschland e. V.
Seesener Stral3e 10 - 13
10709 Berlin

Legally responsible for content: Florian Westphal
Research, conception and text: Britt Kalla

In cooperation with jugendschutz.net: Jasmin Wahl and Melanie Giertz contributed to the development
of the guideline.

Design: Drees + Riggers GmbH
Publication date: June 2025

Acknowledgements

Experts from various fields have read the guideline during its development and provided valuable feedback.
Special thanks to:

Eva Donner and Rainer Dause, State Criminal Police Office of Bremen

Daniel MoRbrucker, freelance journalist

Julia von Weiler, Innocence in Danger e. V.

Martina Kriegeskorte, Federal Criminal Police Office Wiesbaden

Carsten Wendler, Gonzalo Salazar, Hager Sameh and Johanna Voget, Freshfields Bruckhaus Deringer
Heidi Nappi and Mikko Ahtila, Pelastakaa Lapset (Save the Children Finland)

Brunella Greco, Save the Children Italia ETS (Save the Children ltaly)

Martin Bregenzer, klicksafe

Weneta Suckow, Staff of the Independent Commissioner for Child Sexual Abuse Issues (UBSKM)

Alex Stern and Wibke Muller, Survivors’ Board at UBSKM

Esther KdBmann, Lennart Hesse-Sornsen, Charlotte Baumann, Greta Bernstone, Lino Dotsikas and Nina Smailus,
JUUUPORT e. V.

Elena Frense, Der Kinderschutzbund Bundesverband e. V.



Table of contents

1. Introduction and objective

2. Background information on internet paedocriminality

3. Rights violations and their consequences

3.1 Human dignity
3.2 General right to protection of personality

3.2.1 Right to undisturbed personal development

3.2.2 Right to protection of privacy and honour

3.2.3 Right to one’s image

3.2.4 Right to informational self-determination and protection of personal data

3.3 Right to protection of mental health and protection from abuse and exploitation

4. Sexualising elements

9. Sample illustrations of children with higher risk

6. Recommendations for risk reduction

1. Sample illustrations of children with lower risk

8. Conclusion

Information and support services for institutions and organisations
Help for people who have a sexual interest in children
Bibliography

List of abbreviations

10
10
10

10
10
11
11

11

14

20

23

27

29

30
30
31
32



1. Introduction and objective

The development of this guideline was sparked by a Pano-
rama and STRG_F documentary in 2021 which showed
how “paedocriminals steal private photos of children”.
Paedocriminality is a general term for acts committed
against, with or in front of children, in which they expe-
rience or are confronted with sexualised violence. The
term applies regardless of the motive for the offence, for
example, to act out power and superiority or violent fan-
tasies, or because of a sexual interest in children. Perpe-
trators can be both adults and minors.

The Panorama and STRG_F documentary drew attention
to the fact that paedocriminal perpetrators are increas-
ingly sharing photos and videos that show children in
everyday situations on the clearnet? and darknet® while
abusing them for sexual purposes. “Increasingly” means
“billions (!) of views of harmless photos of children, under
which paedocriminals then leave hundreds of thousands
(") of obscene, disgusting comments”4,

Yet the documentary focussed on photos and videos tak-
en and shared by guardians, children themselves or in the
context of sporting events. It did not address what this
development means for institutions and organisations
which also regularly create and use everyday depictions
of children, such as kindergartens, schools, sports clubs,
religious and leisure facilities, as well as non-governmen-
tal or multilateral organisations like the United Nations.
More recent documentaries and publications also leave
this question unanswered.

However, it is important to address this issue because
photos and videos created by institutions and organisa-
tions and published on digital channels or websites also
find their way into paedocriminal forums.® This misuse of
content featuring children - whether on the clearnet or
the darknet - violates various children’s rights. Stakehold-

ers who are committed to protecting and promoting chil-
dren therefore need an answer to the following question:
What factors in photos and videos can increase the risk of
paedocriminal perpetrators placing them in a sexualised
context and abusing them for their purposes?

The aim of this guideline is to identify these factors and
provide specific recommendations on how to reduce the
risk. The guideline can thus help to weigh the benefits of
images against the potential risk of misuse, while reduc-
ing the latter as much as possible. Such a weighing pro-
cess can help to better protect children and their rights
in the context of this specific risk.¢

There appears to be no publication that addresses the
following content in this sequence. While various stake-
holders appeal particularly to guardians to handle im-
ages of children responsibly, their suggestions remain
general. In other words, there is a lack of recommenda-
tions aimed primarily at institutions and organisations
which explain what should be considered when creating
photos and videos of children that are shared publicly.
The present guideline attempts to fill this gap.

To better understand the phenomenon described above,
Chapter 2 provides background information concern-
ing paedocriminality on the internet. Chapter 3 gives an
overview of the rights of children that are violated when
images are misused. How exactly paedocriminal perpe-
trators exploit photos and videos of children is explained
in Chapter 4, which identifies sexualizing elements. Chap-
ter 5 presents and analyses sample illustrations that have
a higher risk of being abused for paedocriminal purposes.
Chapter 6 then provides recommendations on what insti-
tutions and organisations can do and should avoid doing
when dealing with photos and videos to reduce the risk of
someone misusing publicly shared content featuring chil-

1 Bongen, Robert/Benjamin Gildenring/Pia Lenz/Daniel MoBbrucker: Wie Padokriminelle private Kinderfotos stehlen, in: NDR PANORAMA,

22.04.2021, [online]. This is a translation of the original German quote.

2 The clearnet describes the internet that is easily searchable for everyone, for example via search engines such as Google or Bing.
3 The darknet is a small part of the deep web that can only be entered via encrypted access such as the Tor Browser.

4 MoBbrucker, Daniel: Direkt vor unseren Augen. Wie Padokriminelle im Internet vorgehen - und wie wir Kinder davor schiitzen, 1st ed., Munich:
Droemer Verlag, 2023, p. 19. This is a translation of the original German quote.

5 Personal conversation, Daniel MoRbrucker, Berlin, 19.09.2023.

6 Images that reveal other personal data next to recognisable children, such as their name, place of residence or school, entail additional risks and
possibly rights violations. This guideline deals with these circumstances and the resulting recommendations only in passing.



dren. To clarify the above recommendations, Chapter 7
again offers sample illustrations and explains why these
are less likely to be abused. The guideline ends with con-
cluding remarks in Chapter 8.



2. Background information on internet

paedocriminality

As soon as the World Wide Web was made publicly
accessible in the early 1990s, the first paedocriminal
discussion and sharing forums also emerged.” To this
day, paedocriminal perpetrators meet on the web to
abuse photos and videos of children for sexual purpos-
es, including those that sometimes show the most seri-
ous sexualised violence.

With the development of the darknet in the early 2000s,
more of these forums were added. In addition to the
clearnet, this part of the internet was now also used
to operate anonymously.® The number of paedocriminal
darknet forums has been growing since around 2010,”
as has the number of (closed) paedocriminal chat groups
in the various messenger services such as WhatsApp or
Telegram?.

Nowadays, paedocriminal perpetrators use both the
clearnet, which is publicly accessible to everyone, and
the darknet for their purposes. In terms of the dissem-
inated content, the darknet forums in particular distin-
guish between three main categories: “non-nude”, “soft-
core” and “hardcore”.** While the “softcore” and “hard-
core” categories show sexualised violence and exploita-
tion of children and youth in varying degrees of severi-
ty, this is not the case with “non-nude”.*? Only the “non-
nude” category is relevant for this guideline, which is
why the other two are not discussed further. “Non-nude”
means that the sexual characteristics of the minors are
not visible in the photos and videos.*® It is about every-
day depictions of children and youth at the beach, play-
ing sports or on a school trip, shots of child models and
portraits of children. These photos and videos are used,
among other things, to “satisfy paedosexual fantasies,

7 Cf. MoRbrucker, 2023, pp. 50-51.
8 Cf.ibid., p. 51.
9 Cf.ibid., p. 175.

to ‘incite’ obscene comments, as ‘barter goods’ for oth-
er images and very often, as becomes clear time and
again, to live out violent fantasies and a hatred of chil-
dren, especially towards girls and young women”4,

The majority of images is stolen from private or pub-
lic social media accounts on Facebook, Instagram, Tik-
Tok and WhatsApp. Photos from children’s model agen-
cies or beauty contests and from fashion catalogues are
also popular.r> Moreover, images from institutions and
organisations are shared and misused.*¢ It turns out that
these types of images have become “an integral part of
the paedocriminal scene”'” - both on the darknet and

the clearnet.

4 N
Any photo can be misused

Paedocriminal acts can be based on different
motives and be linked to various violent sexu-
al fantasies or fetishes. Against this background,
any photo of a child, no matter how common-
place, can be of interest to perpetrators. This can
include body features such as bare feet, acces-
sories such as bows in the hair and even items of
clothing such as down jackets. At the same time,
the more unclothed skin is visible, the greater the
interest in images.'®

- J

In addition to photos, paedocriminal perpetrators also
use video recordings of children, as movements remi-
niscent of sexual acts can be better depicted. This also
applies to recordings of everyday situations. Perpe-

10 Telephone conversation, Martina Kriegeskorte, German Federal Criminal Police Office, 22.03.2024.
11 The three terms originally come from the field of adult pornography. Because they were transferred to sexualised violence against children by

paedocriminal perpetrators, the terms are in inverted commas.
12 Cf. MoRBbrucker, 2023, p. 164.
13 Cf.ibid.
14 Ibid, pp. 110-111. This is a translation of the original German quote.
15 Cf.ibid., pp. 113 and 116.
16 Personal conversation, Daniel MoRBbrucker, Berlin, 19.09.2023.

17 Mofbrucker, 2023, p. 112. This is a translation of the original German quote.

18 Cf.ibid., p. 109.



trators go through considerable trouble in examining
countless videos to find sequences that can be placed
in a sexualised context. This could be a child on a swing,
a child eating an ice cream or squatting down. These
sequences are picked out, technically edited, convert-
ed into a GIF or a banner image and provided with com-
ments and emojis. Images like these can circulate for a
long time in different contexts.*?

Finally, it is important to point out that sharing everyday
depictions of children can sometimes help paedocrimi-
nal perpetrators to obtain new content. If they publish

19 Personal conversation, Daniel MoRbrucker, Berlin, 19.09.2023.
20 Cf. Bongen, 2021.
21 Ibid. This is a translation of the original German quote.

such photos and videos in relevant forums, for example,
their reputation increases. This in turn leads to them
receiving more content from other users.?° In fact, per-
petrators “do not pay with money in the forums, but
with photos and videos, which they in turn make avail-
able to others”?%. In addition, there are people and now
presumably also software that systematically search the
internet for photos of children because there is a mar-
ket for them. These photos are exchanged and passed
on worldwide with other interested parties. This is how
everyday images of children have also become a com-
modity.??

22 Cf. Der Hamburgische Beauftragte fiir Datenschutz und Informationsfreiheit der Freien und Hansestadt Hamburg: Kinderbilder im Netz: Privat-
sphare fur kleine Personlichkeiten, in: #DigitaleVorbilder. Familien gehen online, 13.02.2024, min. 11:52ff., Wiro Nestler, State Criminal Police

Office of Hamburg, [online].



3. Rights violations and their consequences

The rights of children?® are enshrined in national, region-
al and international laws and conventions. The abuse of
photos and videos of minors for paedocriminal purpos-
es results in the violation of the following rights.

3.1 Human dignity

The foundation for several rights that protect children
from misuse of photos and videos is human dignity, which
is protected in the German Constitution (Grundgesetz -
GG) and in various international human rights conven-
tions. Relevant rights are derived from human dignity,
such as the general right to protection of personality (3.2)
and the right to protection of mental health and protec-
tion from abuse and exploitation (3.3).

3.2 General right to protection of personality

The general right to protection of personality is the com-
prehensive right to respect and development of the per-
sonality and applies regardless of age. In Germany, it is
derived from the human dignity guaranteed in Art. 1 para.
1 of the GG and the fundamental right to free development
of the personality contained in Art. 2 para. 1 of the GG.

At the European level, the right to protection of personal-
ity is safeguarded by Art. 8 para. 1 of the European Con-
vention on Human Rights (ECHR) and Art. 7 of the Char-
ter of Fundamental Rights of the European Union (CFR).
At the international level, Art. 22 of the Universal Decla-
ration of Human Rights (UDHR) guarantees the right to
free development of personality.

The right to protection of personality is an umbrella term
for many rights that could also be violated if photos and
videos of children are misused: the right to undisturbed
personal development (3.2.1), the right to protection of
privacy and honour (3.2.2), the right to one’s image (3.2.3)
and the right to informational self-determination (3.2.4).

3.2.1 Right to undisturbed personal development

Children and youth have the right to an undisturbed
development of their personality - to “become a person”.
This applies equally to the analogue and digital space
and includes both privacy and child-friendly develop-
ment in public spaces. Children have the right to be able
to develop in a child-appropriate manner in public, with-
out fear that content featuring them will be shared and
misused.

3.2.2 Right to protection of privacy and honour

The right to privacy offers every person the right to be
undisturbed and protects them from any indiscretion by
others. Every person is guaranteed an inner sphere of
free personal development in which they have “owner-
ship of themselves” and to which they can retreat from
harm.

In Germany, there is a higher standard of protection for
the privacy of children compared to adults to ensure the
undisturbed development of their personality. Person-
al honour is also safeguarded by the right to protection
of personality. The production, distribution, storage and
other use of unwanted photos and videos can violate a
child’s privacy and, in extreme cases, even their intimacy.
The misuse of content featuring children for sexual pur-
poses can also have a damaging effect on a child’s repu-
tation and therefore can violate their personal honour.

The right to privacy is also guaranteed by various human
rights conventions. At the European level, this right is
guaranteed by Art. 8 para. 1 of the ECHR and Art. 7
of the CFR. At the international level, the protection
of a child’s privacy and honour is guaranteed by Art. 16
of the United Nations Convention on the Rights of the
Child (UNCRC).?* In addition, Art. 12 of the UDHR and
Art. 17 of the International Covenant on Civil and Polit-
ical Rights are relevant.

23 In accordance with the United Nations Convention on the Rights of the Child, a child is a person who has not yet reached the age of 18.

24 This right is also dealt with in detail in General Comment No. 25 on children’s rights in relation to the digital environment of the United Nations
Committee on the Rights of the Child from 2021. Further references to this General Comment can be found in Chapter 6.

10



3.2.3 Right to one’s image

The right to one’s image allows every person to decide
for themselves whether they may be photographed and
what should be done with the images. Children have the
same right to their image as adults. The German Federal
Constitutional Court recognised that this right requires
greater protection for children than for adults, as does
their privacy.?® This follows from the fact that children
must first develop into responsible individuals and that
their personal development is therefore more suscepti-
ble to the dangers posed by the dissemination of their
images.

The obligations and rights arising from the right to one’s
image are specified in the German Art Copyright Act
(Kunsturhebergesetz - KUG). § 22 of the KUG stipulates
that images may only be distributed or shared publicly
with the consent of the person depicted.? In this con-
text, a child’s capacity to consent, which depends on
their mental maturity, is decisive to be able to grant con-
sent. If a child fully understands the situation and does
not want a photo of them to be published, that photo
may not be shared - not even by guardians.

It is not possible to generally determine when exactly a
child has the capacity to consent. In other areas of life,
the age of 14 often applies. However, as children today
are more familiar with the internet from a very early age,
a younger age may also be conceivable. If a child does
not have the capacity to consent, it is exclusively up to
the legal representatives to provide consent, i.e. gener-
ally by both legal guardians. This guarantees the child'’s
right to protection from the risks and dangers associat-
ed with the dissemination of images.

3.2.4 Right to informational self-determination and
protection of personal data

The right to informational self-determination is the right

of every individual to decide for themselves on the disclo-

sure and use of their personal data. The protection of this

data is concretised in Europe by the European Union’s
General Data Protection Regulation (GDPR). The produc-
tion, dissemination, storage and other use of content fea-
turing children constitute processing of personal data.

Minors can only effectively consent to the processing of
personal data from the age of 16. Up until this age, the
consent of the guardians is required. Consent can also
be withdrawn at any time without reason. The protec-
tion provided by the GDPR takes precedence over the
KUG if the processing of images is used for other than
artistic or journalistic purposes. These include public rela-
tions work by non-governmental organisations, political
activities, advertising, commercial or abusive purposes.?’
Where data has been processed unlawfully, the data sub-
ject has the right to erasure in accordance with Art. 17
GDPR, which is also known as the “right to be forgot-
ten”. The subject of data can demand that the responsi-
ble party erase the personal data concerning them with-
out undue delay, and the party responsible must comply
with such a request.

3.3 Right to protection of mental health and
protection from abuse and exploitation

The protection of the physical integrity of human beings
is also covered by the German Constitution. Besides the
physical well-being in the biological-physical sense, Art.
2 para. 2 of the GG also protects, to some extent, the
mental-spiritual sphere, i.e. the psychological well-being.

At the European level, the right of the child to protec-
tion and care necessary for their well-being is enshrined
in Art. 24 para. 1 of the CFR. Their mental well-being is
also guaranteed by Art. 3 of the CFR.

At the international level, Art. 19 of the UNCRC guaran-
tees a child the right to protection from all forms of vio-
lence. The term “violence” is understood broadly in the

25 Cf. Bundesverfassungsgericht, judgment of 15 December 1999 - 1 BvR 653/96 -, BVerfGE, 385.

26 Exceptions are regulated in §23.

27 If an image is distributed for journalistic or artistic purposes, the KUG takes precedence over the GDPR. This includes the use of photos for
opinion-relevant purposes such as reporting on events or projects by a media editor.

1



Convention. It also includes the mere endangerment of a ment or to a violation of the child’s dignity. The abuse
child through threatened or actual behaviour by an indi-

vidual or a group that leads to impairment of the child’s

of photos and videos for sexual purposes can have con-
sequences for a child’s health if they find out about it.2®

physical, mental or psychological health and develop-

Possible consequences for a child’s health

If a child later discovers that their everyday images
shared with good intentions - for example for a cam-
paign by a non-governmental or multilateral organi-
sation, for their school’s website or as part of a tour-
nament at their sports club - have been misused for
sexual purposes, this can have consequences for their
mental health. In the publication Everyday pictures of
children in sexualising context??, Save the Children Den-
mark addresses some of the key consequences with
reference to several experts.®

Once this happens, a child can feel a sense of loss
of control and powerlessness because they have not
been able to protect themselves from exploitation
by others, and they have not been able to decide for
themselves and their bodies. It is also known that
children can feel great anxiety or fear as a result.
On the one hand, this fear or anxiety may be felt
towards those who have seen their sexualised image
or could do so in the future; on the other hand, such
fear or anxiety can also arise from the question of

how other people around them will react to what
has happened to them. This in turn can lead to a
child withdrawing to avoid potentially unpleasant
encounters with other people. In addition, there can
be a general loss of security and trust in the world,
which can affect personal relationships. Ultimately,
although the child is not at fault, this experience can
trigger deep feelings of guilt and shame.!

How long and how severely a child suffers from this
experience and how life-defining it can be, depends
on many different factors. These include age, re-
silience, the availability of psychosocial resources
and the degree of support the child receives from
close caregivers. The relationship the child has or had
with the person, institution or organisation that cre-
ated or used those everyday images is also relevant.®?

In cases where many unfavourable factors come
together, long-term consequences can occur well
into adulthood. These include, for example, anxie-
ty, psychosomatic symptoms and various illnesses.

28
29
30
31
32
33
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Cf. Pedersen, Mikkel Rask/Julie Schjgrring Larsen/Per Frederiksen: Everyday pictures of children in sexualising context: Red Barnet, 2020, p. 13.

Cf. ibid.

For additional sources see ibid.
Cf. ibid., pp. 13-14.

Cf. ibid., p. 13.

Cf. Beratungsstelle gegen sexualisierte Gewalt: Digitale Gewalt, in: Beratungsstelle gegen sexualisierte Gewalt, 2025, [online].




Furthermore, Art. 34 of the UNCRC guarantees every
child protection from all forms of sexual abuse and sex-
ual exploitation. The Luxembourg Terminology Guide-
lines of 2016 clarify that the dissemination of a photo
for sexual purposes may constitute a criminal offence
even if the image was not originally produced for sexu-
al purposes.®* Although images of children in the “non-
nude” category are not of a sexual nature, the intention
of paedocriminal perpetrators when using these photos
is of such a nature. Therefore, the distribution of such
images can be categorised as exploitative and can con-
stitute sexual abuse under Art. 34.

The above list clearly shows how many children’s rights
are violated simply when everyday depictions of minors
are stolen for paedocriminal purposes. Nevertheless,
the sexualisation of everyday depictions is not fully
covered by law and represents a legal grey area.® Yet,
the consequences are no less serious. The misuse of a
child’s everyday images violates their intimacy, their sex-
ual availability is insinuated®¢ and they are turned into a

desirable sexual object®. This could lead to the assump-
tion that it is normal to portray children in this way and
that sexual contact between children and adults is nor-
mal. This assumption of normality can in turn make it
more difficult for children to defend themselves against
sexual assault and exploitation and to receive help.®
Ultimately, there is an increased risk that “the inclina-
tions of paedosexually oriented people are strength-
ened, sexual assaults are promoted and grooming is
supported”®’.

Against this background, it is important to understand
exactly how paedocriminal perpetrators exploit pho-
tos and videos of children. By sexually commenting on
everyday depictions, editing them or placing them in rel-
evant forums or on pornographic websites, for example,
the content is given a new, sexualising context. This sex-
ualisation can be identified based on so-called sexualis-
ing elements. The next chapter shows which elements
have been identified so far.

34 Cf. Greijer, Susanna/Jaap Doek: Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, Bangkok: ECPAT

International and ECPAT Luxembourg, 2016, p. 42.

35 Cf. Giertz, Melanie/Andreas Hautz/Andreas Link/Jasmin Wahl: Sexualisierte Gewalt Online: Kinder und Jugendliche besser vor Ubergriffen und

Missbrauch schitzen, Mainz: jugendschutz.net, 2019, p. 14.
36 Cf.ibid.

37 Cf. Croll, Jutta: Bekdmpfung von Grauzonen der sexuellen Ausbeutung von Kindern im Internet. Combat of the Grey Areas of Child Sexual Exploita-
tion on the Internet, Berlin: I-KiZ - Zentrum fir Kinderschutz im Internet, 2016, p. 19.

38 Cf. Briiggen, Niels/Stephan Dreyer/Christa Gebel/Achim Lauber/Georg Materna/Raphaela Miiller/Maximilian Schober/Sina Stecher: Gefahrdungs-
atlas. Digitales Aufwachsen. Vom Kind aus denken. Zukunftssicher handeln, 2nd ed., Bonn: Bundeszentrale fiir Kinder- und Jugendmedienschutz,

2022, p. 120.
39 Croll, 2016, p. 9.
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4. Sexualising elements

As early as 2016, a publication dealt with combating grey
areas of sexual exploitation of children on the internet.*°
In an article, jugendschutz.net’s Competence Centre Grey
Area addressed the sexualised everyday images of chil-
dren on social networks, forums and blogs, among other
things. It explained: “Sexualisation of an everyday depic-
tion is defined as the attribution of sexual significance
or focusing on sexual aspects, where the depiction does
not itself suggest or imply this link.”** The increased dig-

ital networking opportunities and, above all, the struc-
tures and functions provided by social networks, forums
and blogs favour the development described.*?

As part of its research, the Competence Centre Grey Area
has identified sexualising elements and compiled them
in a grid. Based on different examples, it has shown how
these elements are used to sexualise everyday depic-
tions:*#?

-
Sexualising elements

Examples

Depictions

Everyday images of children are posted directly next
to or on the same website as pornographic depic-
tions or together with images showing sexualised
violence against minors.

Links

Links are placed under everyday depictions that have
been shared on a social media profile, for example,
that lead to pornographic sites or to sites that make
reference to sexualised violence against minors.

Titles

This includes image captions, profile names of pae-
docriminal users or names of blogs and forums in
which photos and/or videos of children are shared,
as well as hashtags. These titles can, for example,
contain sexual acts, sexualised language or typical
terms used in the scene.

Comments

In comments on photos or videos, for example, sex-
ual acts with the children portrayed are fantasised
or sexual interest is expressed. In addition to textu-
al elements, emojis or GIFs are also used.

Symbols

The paedocriminal scene has various symbols that
stand for a sexual interest in children. These are
used, for example, in titles or comments.

40 Cf. Croll, 2016.

41 lbid, p. 17.

42 Cf.ibid.

43 Cf.ibid., pp. 16-21.

14



/
Sexualising elements

Examples

Audio

Photos or videos are accompanied by auditory ele-
ments. These include sexual sounds or sexualised
language, for example in the form of exclamations or
song lyrics with sexual content or innuendo.

Manipulation*

NG

The content of photos or videos is manipulated
using technology. This includes for example, com-
bining photos of children with image elements from
pornographic depictions that show sexual acts or
genitals.

J

The elements described vary in their intensity and are
often used in combination. In addition, the sexualisation
of everyday depictions can be intensified by other fac-
tors that are not sexualising on their own. These include
user activities such as collecting photos of different chil-
dren or networking with other users who refer to chil-
dren in a romanticised, sometimes sexualised way. The
content of an everyday photo or video, which in itself
has no inherent sexual meaning, can also have a reinforc-
ing effect. For example, the clothing (tight and tight-fit-
ting), the posture (legs spread apart), an action (eating a
banana) or the focus on certain body parts (face, hands)
are used in combination with sexual comments or oth-
ervisual elements.* Finally, overlaps between structural
forms of violence can be observed. This means that not
only is the everyday depiction sexualised, but the child
is also racially discriminated against and/or discriminated

44 This sexualising element was added later.
45 Cf.ibid., pp. 19 and 21.

against due to a (visible) disability. This leads to a mutual
reinforcement of these forms of violence.

Six examples are presented below that contain several
of the sexualising elements and reinforcing factors men-
tioned and, in some cases, other structural forms of vio-
lence. These are real examples provided by jugendschutz.
net. To protect the children recognisable in the everyday
photos in the best possible way and not to reproduce
any motifs, no illustrations are used. Instead, the select-
ed examples are described, followed by the elements and
factors identified.

At this point, a further note on the content: Both the
description of the examples and the subsequent expla-
nations - and particularly the comments* - can have a
disturbing effect on people.

46 Incorrect spelling in the sexual comments has been left uncorrected. Some of the comments were originally made in German and have been trans-

lated into English.
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Description of Example 1

The photo shows a white*” girl, approximately eight
to eleven years old, wearing a tight-fitting leotard
cut like a swimsuit. The photo was taken in a gym-
nasium. The girl is shown in the foreground of the
picture from the side while performing a gymnas-
tics exercise. She is standing on her right leg; her left
leg is stretched up over her head and she is holding
it with her hands. By stretching and turning slightly,
the view of her genital area is unobstructed, placing
it in the centre of the picture, even though it is com-
pletely covered by the leotard. A spectators stand
as well as individual people and children in sports-
wear are visible in the background. The photo was
uploaded to the girl’s social media profile, where she
regularly shares images of sporting competitions in
which she has participated.

Description of Example 2

The photo shows the upper body and head of an
approximately four-year-old white girl with slightly
curly blonde hair. She is wearing a sleeveless T-shirt
and is licking an elongated popsicle stick with her
mouth wide open and her tongue sticking out.

Identified sexualising elements:

e Distribution of the photo via an image hoster?,
which is often used for paedocriminal purposes.
e Sexual comments by various users alluding to
sexual acts with the child depicted (“right deep
in the little throat”) and reinforcing the idea that
sexual acts with children - even against resis-

Identified sexualising elements:

o Ambiguous sexual comment by an adult user who,
based on the image motif, fantasises about sexu-
al acts on the girl depicted (“I wish | could taste”,
sweating smileys).

Identified reinforcing factors:

User activities
e Other users post lewd compliments such as a GIF
in which a smiley moves its tongue up and down.

Content of the photo
e Genital area of the girl in the centre of the picture
due to camera focus and perspective.

tance - are okay (“where it belongs”, “that’s how
it has to be”, “until they can’t take it anymore”,
“against all resistance”).

Identified reinforcing factors:

User activities

e Photo is part of an album containing a collection
of pictures of different children eating ice cream.

e Commenting users have children’s images as their
profile picture.

Content of the photo
e Girl eating an ice cream, with her mouth open and
her tongue sticking out.

47  “White” refers to the social position within the power relationship of racism, which otherwise usually remains unspoken and unnamed.
48 Animage hoster is an online service that enables users to upload and store images and share them publicly or privately.
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Description of Example 3

The photo shows four black#’ children between five
and ten years old. They are lying next to each oth-
er on the sandy beach, facing the camera with their
legs stretched out behind them so that they are only
visible from head to chest. All the children are smil-
ing at the camera and appear relaxed. It is clear that
the child on the far left is not wearing a swimsuit,
but it is not possible to tell for sure for the others. All
intimate parts of the bodies remain covered.

Identified sexualising elements:

e Distribution of the photo via an image hoster,
which is often used for paedocriminal purposes.
e Racist sexual comments from various users allud-

Description of Example 4

The photo shows three white boys from the knees
upwards. They are approximately between seven
and ten years old and are standing next to each oth-
er arm in arm on a beach - the smallest boy on the
left, the tallest boy on the right. All three are wearing
baseball caps. The two boys on the left are wearing
swim briefs, the boy on the right is wearing shorts.

Identified sexualising elements:

e Distribution of the photo via an image hoster,
which is often used for paedocriminal purposes.

e Sexual comments from different users who fan-
tasise about sexual acts with the children depict-
ed (“deliciously spoil them with the mouth”) and

ing to sexual acts with the children depicted
(“I love hot chocolate but needs to have cream
added”, “black dream”, “lick them all”).

Identified reinforcing factors:

User activities

e Photo is part of an album containing a collection
of images of various black children on the beach.

e The user who uploaded the images has over 80
albums containing exclusively images of black
children and children of colour°.

Content of the photo
e Children are lightly clothed or naked.

formulate their own preferences (“first the little

one on the left”, “would take the one in the mid-
dle”, “I suck all three completely empty”).

Identified reinforcing factors:

User activities

e Photo is part of an album containing a collection
of pictures of different boys.

e Commenting users sometimes have children’s
images as their profile picture.

Content of the photo
e Boys are lightly dressed, wearing swim briefs or
shorts.

49 “Black” is a political (self-)identification by and for people who have African or Afro-diasporic connections and who experience racism.
50 “Person of Colour” is a political (self-)identification by and for people who experience racism.
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Description of Example 5

This is a photo collage. On the left-hand side of
the picture is a photo of a white girl of about sev-
en years old with dark blonde, longer hair. The girl
has an astonished expression on her face, with her
mouth open as if she wants to say something. The
girl's face has been copied, enlarged and inserted in
reverse on the right-hand side of the picture. Above
her head is a thought bubble in which the image of a
penis can be seen. To the left of the thought bubble
is the text “What’s on a little girl's mind ...".

Description of Example 6

The photo shows two children of colour between
three and six years old in a large bedroom. Sever-
al beds are visible in the background. Both children
are depicted in a close-up that extends from their
heads to just below their shoulders. They are wear-
ing loose T-shirts and are looking directly into the
camera. The child in the foreground is sitting in a cot
on the right-hand side of the picture. A disability is
recognisable, which is expressed by a pointed head
shape and protruding eyes. Behind the seated child
is another one, who can be seen standing on the left
side of the picture. This child is touching the bars of
the bed with one hand, has its mouth slightly open
and is looking with interest.

A white, three-line text element is inserted in the
lower third of the image. The following can be seen
in bold white capital letters: “When your uncle is
fucking your ass too deep and his dick deforms your
skull”. The image was posted by a user in a public
social media group.

Identified sexualising elements:

e Distribution of the photo via an online forum
aimed at paedocriminal perpetrators.

e Manipulation of the original photo by enlarging
the image section and inserting a thought bubble
containing the penis of an adult man.

o Text element: “What’s on a little girl's mind ...".

Identified reinforcing factors:

Content of the photo
e Focus on the girl's open mouth.

Identified sexualising elements:

e Manipulation of the original photo by inserting
a text element in which sexualised acts of vio-
lence against the child are addressed (“When your
uncle is fucking your ass too deep and his dick
deforms your skull”).

Identified reinforcing factors:

User activities

e Other users post supposedly funny pictures and
comments in the group in which they make fun
of people with disabilities and also resort to sex-
ualising elements.

¢ Intersection of sexualisation and discrimination
against people with disabilities.

Content of the photo

e (Visible) physical characteristic of a child due to
disability.



The elements and factors identified by jugendschutz.net
and the associated grid are helpful for at least two rea-
sons. On the one hand, the tools can provide reactive
support in recognising the sexualisation of everyday
depictions and taking appropriate action. Secondly, it
can be used proactively by taking this information into

account when creating and using photos and videos to
reduce the risks of misuse in advance. The recommen-
dations for risk reduction listed in Chapter 6 pick up on
the points mentioned where appropriate. The next step
is to look at sample illustrations of children to empha-
sise which factors in photos and videos increase the risk.
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9. Sample illustrations of children
with higher risk

lllustrations based on real photos of children are ana-  risk assessment and the associated analyses are based
lysed below. The risk factors are described and the illus-  on discussions with experts who deal with phenomena
trations are used to show why they carry a higher risk  of sexualised violence on the internet or regularly view
of being abused by paedocriminal perpetrators. The such content.

Sample illustrations of children Risk factors and assessment regarding the
misuse by paedocriminal perpetrators

The illustration shows a sleeping white baby with a
smiling, contented expression. The baby boy’s cloth-
ing and posture are risk factors for misuse. His shorts
have slipped, and the belly button is visible. The legs
are spread, and the arms are lolling upwards. Photos
like these are sometimes used as so-called “starting
pictures”. They are shown to begin a conversation
with like-minded people and to exchange increas-
ingly drastic sexualised fantasies of violence, which
could centre on the baby depicted.

The girl of colour pictured is dressed as a doctor. She
wears a stethoscope around her neck and smiles
friendly into the camera. Her eyes and lips are light-
ly made up. Costumes like this are taken up, for
example, by referring to doctor games in the text
or with the help of emojis. There is also a risk of
racist sexualisation in the sense of exoticisation
when minors of colour are presented with age-in-
appropriate make-up.
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The illustration shows a white girl with long, loose
hair looking at the camera with a friendly smile. The
fact that the child is shown sitting on the bed could
be especially taken up in the form of comments and
reinterpreted in a sexualised way. In combination
with this, the girl’s clearly visible bare legs should
also be seen as a factor that could increase the risk
of misuse.

The two black children in the illustration are suck-
ing a lollipop and looking directly into the cam-
era. Images of this kind, in which children are eat-
ing or sucking something, can be abusively contex-
tualised by making references to sexual acts in com-
ments or by manipulating images. As already illus-
trated in Chapter 4, Example 5, elements of a photo
may be removed and replaced with sexual content.
In addition, showing more than one child can lead to
preferences being formulated or comparisons being
made in abusive contexts. The latter becomes clear
in Chapter 4, Example 4.

The illustration shows a white girl canoeing. The
hint of her bosom is clearly distinguishable in the
image, even though it is not in focus. It indicates a
child’s early pubescent body schema, which means
that physical signs of puberty are identifiable. These
signs could, for example, be commented on in a sex-
ualised way or the image could be supplied with
scene-typical symbols or auditory elements.
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New risk dimension through artificial
intelligence (Al)®

Various press searches as well as publications by
investigating authorities®? and child protection
organisations®® show that Al is used to sexualise
everyday depictions of minors. The risk is particu-
larly high if the people portrayed are easily recog-
nisable. Deep-fake technology is used, for example,
to create so-called deepnudes®* or deepfake porn>>
that show children naked or involved in sexual acts.
This content can already be classified as sexualised
violence and is sometimes punishable under Sec-

Visual search engines based on Al also harbour risks.
Without much effort, it is sometimes possible to
find further information about a child via a photo in
which the child’s face is clearly recognisable. Simi-
lar photos are discovered, and the locations can lead
to existing social media profiles or other websites.
Especially if other personal data such as a real name,
place of residence or school can be seen or direct
contact options exist, this can also lead to assaults.

Images of children posted publicly online can also
be tapped and used as training material for gen-
erative Al models, as an example from Australia®®

shows. This means that fragments of these images
are used by the Al to generate new content; a strong
resemblance to one of the people depicted cannot

tions 184b and 184c of the German Criminal Code,
which regulate the distribution, acquisition and pos-
session of child and youth pornographic content.

Photos can be just as much a starting point as videos. ~ Pe ruled out. As Al models are developed using

standardised training data sets, this is a worldwide
phenomenon.

The photo and video content produced is also used
in the context of cyberbullying®® and sextortion®’;
two forms of digital violence that can also be pun-
ishable by law.

J

The previous chapters have made it clear how paedo-
criminal perpetrators abuse everyday depictions of chil-

this has for children and their rights. The next chapter
shows how this problem can be proactively countered.

dren for their own purposes and which consequences
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Only selected risks of Al that exist in connection with everyday depictions of children are named.

Cf. Europol: Internet Organised Crime Threat Assessment (IOCTA) 2024, Luxembourg: Publications Office of the European Union, 2024, pp. 24-26.
Cf. Internet Watch Foundation: What has changed in the Al CSAM landscape? Al CSAM report update, Cambridge: Internet Watch Foundation,
2024, p. 7ff.

Deepnudes are a form of image-based, sexualised violence. With the help of Al, everyday photos of a person are altered to create a realistic-
looking nude image.

Deepfake porn is another form of image-based, sexualised violence. In this case, a person’s face is edited into pornographic video content with
the help of Al.

Cyberbullying occurs when individuals or groups insult, humiliate or threaten a person on social networks or via messenger services - sometimes
in front of a large audience and with the aim of exposing or ostracising them.

Sextortion is a form of blackmail in which perpetrators contact a person online to obtain intimate images of them and blackmail them. For
example, perpetrators threaten to publish the photos to obtain money or further images. In some cases, Al-generated deepfakes created from
everyday photos of the person concerned are also used as a means of exerting pressure.

Cf. ABC News: Photos of children being used to train artificial intelligence, in: ABC News, 03.07.2024, [online].



6. Recommendations for risk reduction

In the social discourse, there exist different views on the
need to portray children in public. Three points of view
are explained below. This is followed by recommenda-
tions for risk reduction regarding the misuse of chil-
dren’s photos and videos by paedocriminal perpetrators.

The German Federal Criminal Police Office, for example,
states on its website: “Children’s photos do not belong
online”’. This appeal is aimed at both private individu-
als and non-profit stakeholders such as kindergartens,
schools, sports clubs and non-governmental organisa-
tions.®° It is shared by many experts in the field.

At the same time, institutions and organisations pro-
vide good reasons why they create and use photos and
videos featuring minors. They see children as an impor-
tant part of society and want them to be recognised
and valued. For them, this is best achieved when chil-
dren remain visible and audible as rights-holders and

experts of their own world. For stakeholders that are
financed by, for instance donations, photos are impor-
tant for another reason. They are the link between the
people who want to provide support and the children
they work with and for. Photos create empathy, under-
standing, and encourage people to act. They also show
and prove one’s own work and its necessity.

A third approach can be found between these two views.
It also emphasises protecting younger children. For old-
er children and youth, however, it assumes that they
have already developed self-protection skills to deal
with possible risks. Based on this assumption, specific
recommendations are formulated that should be consid-
ered when publishing photos and videos to protect old-
er children and youth from rights violations in the best
possible way. Many of these recommendations can also
be found in this guideline.

/

~
Children’s self-determination and its limits  In accordance with Art. 5 and 18 of the UNCRC,

which define respect for parental rights and respon-
Children have wishes and opinions and, according sibility for the best interests of the child, the pri-
to Art. 12 of the UNCRC, they have a right to par-  mary responsibility for the upbringing and develop-
ticipate in decisions that affect them. How far does ment of the child lies with the guardians. The aim
their self-determination extend and why are there is to guide and lead the child appropriately in the
limits? Art. 16 para. 1 of the UNCRC, on the right exercise of their rights. According to Art. 18 para.
to privacy and honour, grants children the free- 1 sentence 3, the best interests of a child must be
dom to decide for themselves how they want to their fundamental concern, and it must always be
live, express and communicate their private lives.  given primary consideration in accordance with Art.
It therefore also includes a right to self-determina- 3 para. 1 of the UNCRC.
tion.®* On the other hand, para. 2 of the same article
imposes a duty on adults to protect children from
arbitrary interference with their privacy.

J

59 Bundeskriminalamt: Kinderbilder im Netz. Kinderbilder gehéren nicht ins Netz, in: Bundeskriminalamt, 2025, [online]. This is a translation of the

original German quote.

60 Telephone conversation, Martina Kriegeskorte, German Federal Criminal Police Office, 22.03.2024.
61 Cf. Schmabhl, Stefanie: Kinderrechtskonvention mit Zusatzprotokollen, Handkommentar, 2nd ed., Baden-Baden: Nomos, in association with Dike

Verlag Zirich/St. Gallen, 2017, Art. 16, para. 2.
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To act in a child’s best interests, their protection
and freedom rights must be weighed and the child’s
developing abilities must be considered.? For guard-
ians and other responsible caregivers, acting in a
child’s best interests entails “assessing the safety
and integrity of the child at the current time; howev-
er, the precautionary principle also requires assess-
ing the possibility of future risk and harm and other
consequences of the decision for the child’s safety”s3.

For example, if an eleven-year-old girl wants to be
photographed in a swimming costume with the
medal she has just won during a swimming com-
petition, the decision as to how the girl wants to
appear and what clothes she wants to wear is with-
in the scope of her individual self-determination.®*
This means that the girl is allowed to express her
wishes and these must be heard and taken into
account appropriately. At the same time, there may
be circumstances where those wishes will not be
honoured and her right to free self-determination
will therefore be restricted. This is the case where,
for example, the photographer, the sports teach-
er or the mother considers the girl’s immediate or
future privacy, honour or safety to be at risk, and
the child’s developing abilities are such that she
may not yet be able to recognise this for herself.®®

Such a scenario could arise where the photo is
intended to be published on the school’s or the
sports club’s website. Whereas adults could foresee
the potential risks of a child appearing in a tight-fit-
ting swimming costume, in that the photo may be
misused by paedocriminal perpetrators, the girl,
on the other hand, might not yet be able to ade-
quately assess those consequences. While parental
restrictions are permitted under Arts. 5 and 12 of
the UNCRC, they must be appropriate, “proportion-
ate and designed to observe the best interests of
the child”¢¢. The reasons should be explained to the
girl in an age-appropriate manner so that she learns
to understand the possible risks associated with her
actions.®” At the same time, guardians must consid-
er a child’s growing abilities and increasing matu-
rity. The older a child gets, the more responsibility
they can shoulder, including taking informed deci-
sions. Therefore, as the child grows, the influence of
guardians decreases accordingly.®® Nevertheless, in
accordance with Art. 18 para. 1 of the UNCRC, they
remain responsible for their child’s welfare and pro-
tection until they reach the age of majority.
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Cf. Croll, Jutta: Informationelle Selbstbestimmung von Kindern im digitalen Raum, in: Teilhaben! Kinderrechtliche Potenziale der Digitalisierung.

Online-Dossier, Deutsches Kinderhilfswerk, 2021, [online].

United Nations Committee on the Rights of the Child: General Comment No. 14 on the right of the child to have his or her best interests taken as

a primary consideration (Art. 3 para. 1), CRC/C/GC/14, Geneva: United Nations, 2013, para. 74.

Cf. Schmahl, 2017, Art. 16, para. 2.

Cf. United Nations Committee on the Rights of the Child: General Comment No. 25 on children’s rights in relation to the digital environment, CRC/C/

GC/25, Geneva: United Nations, 2021, para. 76.

Ibid, para. 69.

Cf. ibid., para. 76.

Cf. Schmahl, 2017, Art. 5, para. 6 and Art. 12, para. 28.




Notwithstanding those approaches, it is essential that
where content featuring children is to be shared publicly,
it is designed in such a way that children’s rights are pro-
tected in the best possible way. This also includes pro-
tecting the images of minors from the misuse by paedo-
criminal perpetrators. To minimise this risk as far as pos-
sible, specific recommendations are required to iden-
tify what needs to be considered when creating and
using such photos and videos. After a review of the rel-
evant literature and discussions with experts from law
enforcement agencies and child and youth (media) pro-
tection organisations, the following recommendations
were formulated.

M,
— What you can do to reduce the risk of misuse of

children’s photos and videos:

1. Show children in such a way that they cannot be recog-
nised - for example, from the side, from behind, from
above, far away or in the blurred area of the photo.

2. Show children fully clothed.

Show children in larger groups.

4. Show children together with adults and in such a way
that the latter are difficult to cut out.

w

What you should avoid doing to reduce the risk of
misuse of children’s photos and videos:

1. Avoid showing naked or lightly clothed children (e.g.
without a top or bottom, in swimwear, in the bathtub,
with a diaper, being changed, being washed).

2. Avoid showing children with tight-fitting, body-con-
toured, low-cut, transparent or slipped clothing.

3. Avoid showing children on a bed or mattress.

4. Avoid focussing on certain parts of children’s bod-
ies (e.g. private parts, chest area, stomach, hips, feet,
open mouth, stuck-out tongue).

5. Avoid showing posing children whose posture could
be interpreted as provocative or lascivious (e.g.
spread legs, breasts or buttocks sticking out, arms
behind the head, playing with hair).

6. Avoid showing children whose gaze could be inter-
preted as provocative, lascivious or submissive (e.g.
slightly open mouth, upward gaze, children looking
up at a person or looking devotedly or humbly into
the camera).

7. Avoid showing children performing certain move-
ments or in certain positions (e.g. doing the splits,
all-fours position).

8. Avoid showing children with long objects on or in
their mouths that they bite, suck or lick (e.g. banana,
lollipop, ice cream).

9. Avoid showing children with objects between the
legs (e.g. swinging belt, seesaw, hobby horse).

10.Avoid showing children with striking adult-style
make-up (e.g. lipstick, eyeliner, rouge, elaborate hair-
style).

11. Avoid showing children with clothing or accessories
that are primarily associated with adult eroticism
and sexuality (e.g. patent leather and leather cloth-
ing, high-heeled shoes).

12. Avoid showing children in professional disguises that
potentially attribute a certain power or powerless-
ness to them (e.g. doctor, nurse, secretary).
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In focus: portrait photos

Portraits of children harbour particular risks of
abuse. With respect to photos that focus on the
face and possibly also the body of a child, paedo-
criminal perpetrators comment on what appeals to
them and place this in a sexual context. This can
include different things, as has already been men-
tioned in the recommendations and made clear in
some sample illustrations: the naked skin, the gaze,
the (made-up) eyes or lips.

At the same time, portraits are a powerful medi-
um. They focus on the individual and can thus spark
interest, appeal to emotions or emphasise state-
ments made by the people portrayed. For organisa-
tions that rely on donations or other commitments,
it is particularly challenging to avoid portraits.

Against this background, it is important to also
reduce the risk of misuse of portrait photos. To this
end, the following additional recommendations
should be considered:

e Avoid combining portrait shots with other risk
factors such as bare skin, a school uniform, or
made-up eyes or lips.

e Preferably show children without them looking
directly at the camera, for example in profile or
half-profile.

e Show children with accessories or headwear
such as a cap or hood which make them less easi-
ly recognisable.

e Use graphic design options such as a large font
that partially covers the child, over- or underex-
posure and blurred shots of children.

Further recommendations

In addition to the aforementioned recommendations
focussing on the way children are portrayed, there are oth-
er measures that can reduce the risk of misuse of children’s
photos and videos. These include, but are not limited to:

e Setup password-protected areas on websites that are
only accessible to a limited group of users and prevent
downloads and screenshots of images and videos.

e Check the security settings of social media services
before uploading photos and videos. Particularly, use
all options offered to prevent downloading, sharing
and creating copies (e.g. via duets® or stitches”).

e If there is the option of commenting on images and
videos, if possible, set the function in a way that you
can check comments before they are published. This
allows you to prevent direct commenting and sub-
sequently block the accounts of the commenters.

Depending on the service, they may then also no
longer be able to access your content.

e Do not share any personal data of minors (such as
name, date of birth and home address) and do not
link to their accounts on social media.

e Instead of using photos and videos of real children
and youth, work with other forms of representation
such as illustrations.

The more these recommendations are implemented, the
lower the risk of publicly shared everyday depictions of
minors being placed in a sexualised context. Especially
when children cannot be recognised, are fully clothed and
are portrayed in larger groups, their protection increases
significantly. This also reduces the previously mentioned
risks associated with Al. At the same time, the recommen-
dations are not exhaustive. Depending on how this prob-
lem evolves - for example regarding Al - new aspects
that have not yet been considered may be added.

69 Duets are videos in which users create their own video that is played in parallel to an existing video. Both videos appear next to each other so that

a direct reaction or addition is possible.

70 Stitches are videos in which users integrate a short excerpt from an existing video into a new video.
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1. Sample illustrations of children
with lower risk

To make the above recommendations clearer, the follow-  risk assessment and the associated analyses are also
ing section again uses sample illustrations of children to based on discussions with the aforementioned experts.
show why they have a lower risk of being abused. This

Sample illustrations of children Implemented recommendations to reduce
the risk of misuse hy paedocriminal perpe-
trators

The illustration implements a large number of the
recommendations. a) Several children are shown,
b) they are mainly depicted from behind and are
therefore not recognisable, c) the children are fully
clothed and d) an adult is in the centre of the illus-
tration. The fact that the girl on the left is clearly
recognisable and that more naked skin can be seen
compared to the other children increases the risk in
relation to the next examples.

The illustration reflects the vast majority of the
recommendations mentioned. The boy is shown
from behind and is therefore not recognisable. In
addition, the child is fully clothed and embedded in
the context of painting a picture.

The same recommendations were implemented as
in the previous illustration. In this example, the two
girls are portrayed from above. An adult person can
also be recognised.
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Here, too, the majority of the recommendations men-
tioned were taken into account. Only the outline of
the shoulder and the back of the head as well as the
hands of the boy can be recognised. The focus is on
the wooden blocks that the boy is playing with.

The illustration shows several children. They are
unrecognisable, fully clothed and depicted together
with adults. Ultimately, the focus is on the context
and the interaction and not on selected children.

These examples show how nuances contribute to nuances. ldeally, they should be consulted in advance of
increasing or decreasing the risk of a photo being mis-  planned content featuring children to reduce the num-
used by paedocriminal perpetrators. The recommenda-  ber of risky photos and videos from the outset.

tions presented in Chapter 6 help to recognise these
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8. Conclusion

For some years now, it has been observed that paedo-
criminal perpetrators are increasingly sharing everyday
depictions of children on the clearnet and darknet while
abusing them for sexual purposes. As early as 2021, bil-
lions of views of such photos of children were report-
ed, revealing hundreds of thousands of sexualising com-
ments that violated children’s rights.”* It can be assumed
that these figures have risen further in the last few years.

It is impossible to determine how many photos and
videos of institutions and organisations working to pro-
tect and promote children and their rights have been
stolen and sexualised. While these paedocriminal activ-
ities have taken on an enormous dimension and their
related forums continue to grow rapidly, they are not
accessible and therefore invisible to the vast majority of
people. On the one hand, specific knowledge is required
to find and access these forums, especially concerning
the darknet. On the other hand, accessing these forums
is a criminal offence and even journalists who undertake
research on them in the public interest need to protect
themselves legally.”? It is therefore out of the question
that a kindergarten, a school, a sports club or a non-gov-
ernmental organisation searches for photos and videos
that they themselves have created; for this reason, a
secure data situation is and remains non-existent.

71 Cf. MoRbrucker, 2023, p. 19.
72 Cf.ibid., pp. 158-159.

This fact should not release relevant stakeholders from
their responsibility to proactively counter this develop-
ment. With the guideline there now exists a concrete
possibility to do just that. It offers information on a top-
ic that has already been discussed extensively and at the
same time has not yet been addressed by institutions
and organisations in such detail and with such self-re-
flection. In addition, stakeholders now have sample illus-
trations to assess the level of risk associated with their
own photos and videos. They have the option of imple-
menting the above recommendations for risk reduction
regarding the misuse of children’s images by paedocrim-
inal perpetrators, either gradually or fully.

The recommendations, in particular, provide unprece-
dented support. They help to make informed decisions
on how to create and use photos and videos of children to
be published, while responsibly weighing any risks. After-
all, if in the long term there are fewer published risky im-
ages, the content made available to paedocriminal perpe-
trators through organisations and institutions will also be
reduced. The aim of all this is to comprehensively protect
children and their rights, also with respect to the risk of
abuse of their photos and videos. The guideline hopeful-
ly provides concrete starting points for many stakehold-
ers to contribute to this goal.
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Information and support services for
institutions and organisations

If photos or videos of children that you have created or used have been abused in a sexualised manner, you can do the following:

Report the incident: Inform the relevant service and/or contact a complaints centre and/or, in particularly serious
cases, the police.

— jugendschutz.net: https:/www.jugendschutz.net/en/make-a-report

— Internet-Beschwerdestelle.de: https://www.internet-beschwerdestelle.de/en/complaint.html

Obtain legal advice if necessary: Seek legal advice to clarify possible next steps.

Make use of counselling services: Contact a (specialised) counselling centre for further support.
= https:/www.hilfe-portal-missbrauch.de/en/home

Consider the sensitive handling of children’s photos and videos in the future: Follow guidelines and protection
policies for the safe handling of children’s photos and videos.
— https://digital.kein-raum-fuer-missbrauch.de

If you are in contact with teachers, guardians or minors and would like to strengthen their media skills — including the con-
scious use of their own photos and videos — you can refer them to the following stakeholders, for example:

— Innocence in Danger e. V.: https://innocenceindanger.de/materialien

— klicksafe: https:/www.klicksafe.eu/en/materialien

— JUUUPORT e. V.: https:/www.juuuport.de/infos/ratgeber
— SCHAU HIN!: https:/www.schau-hin.info

— Internet-ABC e. V.: https:/www.internet-abc.de

Help for people who have a sexual
interest in children

If you have a sexual interest in children, the following offer of help is available to you:

Prevention network “Prevention Project Dunkelfeld”:
— https://kein-taeter-werden.de
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List of abbreviations

Al Artificial Intelligence

CFR Charter of Fundamental Rights of the European Union
ECHR European Convention on Human Rights

GDPR General Data Protection Regulation of the European Union
GG German Constitution (Grundgesetz)

KUG Art Copyright Act (Kunsturhebergesetz)

UBSKM Independent Commissioner for Child Sexual Abuse Issues
UDHR Universal Declaration of Human Rights

UNCRC United Nations Convention on the Rights of the Child
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